
ThisThis information is provided “as is” without warranty of any kind, express or implied and is based on current Cryptoloc Technology Group product plans 

and strategy which are subject to change by Cryptoloc without notice. Neither Cryptoloc nor our Authorised Distributors shall be responsible for any damag-

es arising out of the use of, or otherwise related to, this document. Nothing contained in this document is intended to, nor shall have the effect of creating 

any warranties or representations from Cryptoloc (or its suppliers, distributors or licensors), or altering the terms and conditions of the applicable licence 

agreementagreement governing the use of Cryptoloc products. Staged photos and mock-up’s are intended purely for illustration purposes only and no part of this 

document, or its illustrations shall form any binding agreement with any party.  Cryptoloc® is a registered trademark of Cryptoloc Technology Group®.  Mic-

rosoft®, Outlook® and the Outlook Logo are registered trademarks of Microsoft Inc. Apple® and the Apple logo are trademarks of Apple Inc. Android® 

and Google Play® are trademarks of Google Inc. AWS® & Amazon Web Services® are trademarks of Amazon.com, Inc. 

Printed in the UK, Australia or Pakistan, where possible using paper from sustainable sources supplied by FSC certified companies.    

© 2020 Cryptoloc Technology Group. All Rights Reserved.  

                                                                                            
   0720/RDS/ENC/OP/082020

Cryptoloc Technology Group has designed, developed and 
patented one of the world’s most secure encryption technol-
ogies, which can be deployed to virtually any application, 
hardware or software. Unlike other encryption technologies, 
Cryptoloc’s patented solution requires very little in terms of 
computing power, meaning it can be deployed to the 
world’s smallest microprocessors, right through to world’s 
largestlargest multinational networks. It works by encrypting a piece 
of data using AES 256. The key pairs themselves are then 
encrypted using RSA 4096. The key pairs for this encryption 
layer are split into three parts (and then the key pairs for those 
parts get encrypted into RSA OAEP).  A final key is issued to 
the user, system and an escrow agent. This escrow model 
allows you to offer an unmatched level of security because it 
requiresrequires not only one, but two systems to be compromised in 
order to obtain the final key. Cryptoloc’s patented encryption 
technology is available for licencing. 
 

Cryptoloc’s multi-layered encryption technology combines AES 256,
RSA 4096 and RSA OAEP into one, high security defence against
cyber-attacks, ransomware and data theft.

Raising The Bar When It Comes
To Encryption Standards

rds.net.pk/cryptoloc

Business Benefits
Highly secure, patented encryption 
technology that combines AES 256, 
RSA 4096 and RSA OAEP encryp-
tion into one unified solution.

Very low computing cost

Three key pairs required to decrypt 
files and data. Both key pairs and 
data are encrypted for multiple pro-
tection layers.

Can be used by hardware and soft-
ware applications. 

Simple licence agreement with full 
implementation support. 
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